
 

PRIVACY POLICY 

 

 

THE AUSTRALIAN 

PRIVACY PRINCIPLES 
 

 

 

 

 

 



1 
 

 

 

 

Contents 
1. Introduction .................................................................................................................................... 2 

2. Scope ............................................................................................................................................... 2 

3. The Privacy Principles ..................................................................................................................... 2 

4. Privacy Procedures ......................................................................................................................... 8 

5. Rights to Access and Correction ..................................................................................................... 9 

6. Breach Notification (Incident and Breach Reporting Procedure) ................................................. 9 

7. Training & Awareness .................................................................................................................... 9 

8. Privacy by Design ............................................................................................................................ 9 

9. Responsibility for the processing of personal information ........................................................ 10 

 

  

Document Control Sheet 

Document Name CWH ANZ APP Privacy Policy 

Document Creation 04/01/2021 

Document Last Updated  

Author Richard Peart 

Revision History 

Version Date Comments Author 

1.0 04/01/2021  RP 

JANUARY 4, 2021 
CLANWILLIAM HEALTH 

LEVEL 29, 85 Castlereagh Street, Sydney, New South Wales 2000, Australia 



2 
 

1. Introduction  
This policy sets out Clanwilliam Health’s commitment to ensuring that any personal and sensitive 

information processed, is carried out in compliance with the Australian Privacy Principles (APP). 

Clanwilliam Health processes the personal information of employees, clients, suppliers and third 

parties and ensures that good privacy practice is embedded in the culture and ethics of our 

employees and throughout the organisation.  

Clanwilliam Health’s other related policies and procedures are (these should be considered and may 

not all be necessary): 

• Privacy Notices  

• Breach Notification Procedure 

• Right of Access and Correction Procedure 

• Privacy by Design 

• IT security policies  

2. Scope 
This policy applies to all personal information processed by Clanwilliam Health and is part of the 

organisation’s approach to compliance with the APP. All Clanwilliam Health’s employees are 

expected to comply with this policy and failure to comply may lead to disciplinary action for 

misconduct, including dismissal.  

3. The Privacy Principles  
Clanwilliam Health complies with the Australian Privacy Principles set out below, when processing 

personal information and ensures that: 

Part 1 — Consideration of personal information privacy 

Principle 1 — open and transparent management of personal information 

• Open and transparent management of personal information planning and explaining how 

personal information will be handled before it is collected.  

• Embed privacy protections in the design of their information handling practices.  

 

Clanwilliam Health will ensure: 

• Personal information is managed in an open and transparent way 

• Steps are undertaken to implement practices, procedures and systems that will ensure it 

complies with the APP’s and any binding registered APP code 

• Inquiries or complaints from individuals about the organisation’s compliance with the 

Australian Privacy Principles or such a code are promptly and effectively managed 

• A clearly expressed and up to date policy (the APP privacy policy) about the management of 

personal information is maintained 

• The policy is easily accessible via the company’s website 

 

Principle 2 — anonymity and pseudonymity 



3 
 

Anonymity means that an individual dealing with an APP organisation cannot be identified and the 

organisation does not collect personal information or identifiers. 

A pseudonym is a name, term or descriptor that is different to an individual’s actual name. Where 

applicable, Clanwilliam Health will ensure that individuals are made aware of their opportunity to 

deal anonymously or by pseudonym with the organisation 

• Clanwilliam Health recognises that individuals must have the option of not identifying 

themselves, or of using a pseudonym, when dealing with the company in relation to a 

particular matter. 

Unless: 

• The company is required or authorised by or under an Australian law, or a court/tribunal 

order, to deal with individuals who have identified themselves; or 

• It is impracticable for the company to deal with individuals who have not identified 

themselves or who have used a pseudonym 

Part 2 — Collection of personal information 

Privacy Principle 3 — collection of solicited personal information 

solicited personal information may include but not limited to the following, where they are collected 

for inclusion in a record or generally available publication: 

• Personal information provided by an individual in response to a request, direction or order 

• Personal information about an individual provided by another organisation in response to a 

request, direction, order or arrangement for sharing or transferring information between 

both entities 

• Personal information provided at a business meeting, where it relates to the subject matter 

of the meeting, including business cards exchanged at the meeting 

• A completed form or application submitted by an individual 

• A complaint letter sent in response to a general invitation on an APP organisation’s website 

to individuals to complain to the organisation 

• An employment application sent in response to either a job advertisement published by an 

organisation or an expression of interest register maintained by the organisation 

• An entry in a visitors book 

• A record of a credit card payment 

• CCTV footage that identifies individuals 

Clanwilliam Health may only solicit and collect personal information that is reasonably necessary for 

one or more of its functions or activities  

The organisation may only collect sensitive information where the above conditions are met and the 

individual concerned consents to the collection, and; 

• Personal information must only be collected by lawful and fair means. 

• Personal information must be collected from the individual concerned, unless this is 

unreasonable or impracticable  

 

Principle 4 — dealing with unsolicited personal information 
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The objective of this principle is to ensure that personal information that is received is afforded 

appropriate privacy protection, even where the organisation has not solicited the personal 

information. 

• Clanwilliam Health acknowledges that unsolicited personal information is personal 

information received, where no active steps have been taken to collect the information and 

does not fall within the definition of ‘solicited information’  

• Clanwilliam Health will ensure that ‘Unsolicited Information’ is destroyed or de-identified as 

soon as practicable if it is lawful and reasonable to do so. 

• In the event Clanwilliam Health are not required to destroy or de-identify the unsolicited 

personal information, it may be retained and dealt with it in accordance with Privacy 

Principle 13 — correction of personal information 

 

In ensuring compliance with this principle Clanwilliam Health will consider the following: 

• Has the organisation received unsolicited personal information? 

• Could the personal information have been collected that under APP 3? 

• Should the unsolicited personal information be destroyed or de-identified, or should it be 

retained and dealt with in accordance with Privacy Principle 13 — correction of personal 

information 

Privacy Principle 5 — notification of the collection of personal information 

 

Clanwilliam Health will take reasonable steps, before, or at the time it collects personal information 

to: 

• Notify the individual of such matters as are reasonable in the circumstances; or 

• Otherwise ensure that the individual is aware of any such matters 

If this is not practicable, reasonable steps must be taken as soon as practicable after collection. 

The requirement to notify or ensure awareness applies to all personal information ‘collected’ about 

an individual, either directly from the individual or from a third party. It applies to solicited personal 

information and also unsolicited personal information that is not destroyed or de-identified  

When Clanwilliam Health collects personal information about an individual measures should be 

taken to notify the individual of the following matters. 

• The organisation’s identity and contact details 

• The fact and circumstances of collection 

• Whether the collection is required or authorised by law 

• The purposes of collection 

• The consequences if personal information is not collected 

• The organisation’s usual disclosures of personal information of the kind collected by the 

organisation 

• Information about the organisation’s APP Privacy Policy 

• Whether the organisation is likely to disclose personal information to overseas recipients, 

and if practicable, the countries where they are located 
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Part 3 — Dealing with personal information 

Privacy Principle 6 — use or disclosure of personal information 

This Principle outlines when an organisation may use or disclose personal information. Clanwilliam 

Health ensures that it will only use and disclose personal information in ways the individual would 

expect or where one of the exceptions applies. 

The organisation will only use or disclose the information for a particular purpose for which it was 

collected (known as the ‘primary purpose’ of collection), unless an exception applies. Where an 

exception applies the entity may use or disclose personal information for another purpose (known 

as the ‘secondary purpose’).  

Exceptions include: 

• The individual consented to a secondary use or disclosure  

• The individual would reasonably expect the secondary use or disclosure, and that is related 

to the primary purpose of collection or, in the case of sensitive information, directly related 

to the primary purpose  

• The secondary use or disclosure of the personal information is required or authorised by or 

under an Australian law or a court/tribunal order  

• A permitted general situation exists in relation to the secondary use or disclosure of the 

personal information  

• A permitted health situation exists in relation to the secondary use or disclosure of the 

personal information by the organisation  

• The secondary use or disclosure is reasonably necessary for one or more enforcement 

related activities conducted by, or on behalf of, an enforcement body  

 

Privacy Principle 7 — direct marketing 

Direct marketing involves the use and/or disclosure of personal information to communicate directly 

with an individual to promote goods and services, communicating with an individual through a 

variety of channels, including telephone, SMS, mail, email and online advertising 

Clanwilliam Health shall not use or disclose personal information it holds for the purpose of direct 

marketing unless an exception applies 

Where an Clanwilliam Health are permitted to use or disclose personal information for the purpose 

of direct marketing, it must always: 

• Allow an individual to request not to receive direct marketing communications and provide 

an opt-out mechanism  

• Comply with the request 

• Clanwilliam Health, on request will provide its source for an individual’s personal 

information, unless it is impracticable or unreasonable to do so. 
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Privacy Principle 8 — cross-border disclosure of personal information 

Clanwilliam Health will ensure that overseas recipients of personal information will handle the 

personal information in full compliance with the Privacy Principles 

The organisations acknowledges its accountability, in the event the overseas recipient mishandles 

the information. 

When Clanwilliam Health discloses personal information to an overseas recipient it will ensure 

compliance with Principle 6 and will only disclose the personal information for the primary purpose 

for which it was collected unless an exception to that principle applies  

an ‘overseas recipient’ is a person who receives personal information is: 

• Not in Australia or an external Territory 

• Not the APP entity disclosing the personal information, and 

• Not the individual to whom the personal information relates 

 

Privacy Principle 9 — adoption, use or disclosure of government related identifiers 

This Principle restricts the adoption, use and disclosure of government related identifiers by 

organisations.  

• An identifier is a number, letter or symbol, or a combination of any or all of those things, 

that is used to identify the individual or to verify the identity of the individual. 

• A government related identifier is an identifier that has been assigned by an agency, a State 

or Territory authority, an agent of an agency or authority, or a contracted service provider 

for a Commonwealth or State contract. 

Clanwilliam Health acknowledges that it must not adopt, use or disclose a government related 

identifier unless an exception applies to ensure that general use of government related identifiers by 

organisations so that they do not become universal identifiers. 

The organisation accepts that an individual cannot consent to the adoption, use or disclosure of their 

government related identifier. 

Clanwilliam Health will fully comply with the restrictions on how an organisation is permitted to 

handle government related identifiers, irrespective of whether a particular identifier is the personal 

information of an individual. 

An identifier will be personal information if the individual is identifiable or reasonably identifiable 

from the identifier, including from other information held by, or available to the organisation.  

Part 4 — Integrity of personal information  

Privacy Principle 10 — quality of personal information 

Clanwilliam Health acknowledges that handling poor quality personal information can have 

significant privacy impacts for individuals. The requirements of this Principle ensures that reasonable 

steps are taken to only handle high quality personal information, which builds trust and confidence 

in the organisations information handling practice. 
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Clanwilliam Health will take reasonable steps to ensure that the personal information it collects is 

accurate, up-to-date and complete, and; 

• Take reasonable steps to ensure that the personal information it uses or discloses is 

accurate, up-to date and complete.  

Privacy Principle 11 — security of personal information 

Clanwilliam Health will take active measures to ensure:  

• The security of personal information it holds and to actively consider whether it is permitted 

to retain personal information 

• When holding personal information it will take reasonable steps to protect the information 

from misuse, interference and loss, as well as unauthorised access, modification or 

disclosure  

• Clanwilliam health will take reasonable steps to destroy or de-identify the personal 

information it holds once the personal information is no longer needed for any purpose for 

which the personal information may be used or disclosed.  

Part 5 — Access to, and correction of, personal information 

Privacy Principle 12 — access to personal information 

 

Clanwilliam Health acknowledges that when holding personal information about an individual it shall 

on request, give that individual access to the information and respond to the request for access to 

the personal information: 

• Within 30 days after the request is made; or 

• Within a reasonable period after the request is made; and 

• Give access to the information in the manner requested by the individual, if it is reasonable 

and practicable to do so 

Upon receiving a request for access, Clanwilliam Health should search the records that it possesses 

or controls to assess whether the requested personal information is contained in those records. For 

example, an entity may search hard copy records and electronic databases 

• Clanwilliam Health will endeavour to provide access to all of an individual’s personal 

information it holds, even if that information is also the personal information of another 

individual, unless a ground to refuse access applies and include the ground that giving access 

would have an unreasonable impact on the privacy of another individual. 

• The organisation could consider whether the person has a right of access to that information 

under other legislation. If not, the organisation may make a discretionary decision either to 

grant access to that other information or to refuse access, and: 

• Must be satisfied that a request for personal information under this Principle is made by the 

individual concerned, or by another person who is authorised to make a request on their 

behalf, for example, as a legal guardian or authorised agent  

• The organisation acknowledges that the minimum amount of personal information needed 

to establish an individual’s identity should be sought. Where possible, the personal 

information should be sighted rather than copied or collected for inclusion in a record 

• The organisation acknowledges that this Principle operates alongside and does not replace 

other informal or legal procedures by which an individual can be given access to 
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information. In particular, this Principle does not prevent Clanwilliam Health from giving 

access to personal information under an informal administrative arrangement, provided the 

minimum access requirements have been met. 

 

Privacy Principle 13 — correction of personal information 

Clanwilliam Health will take reasonable steps to correct personal information to ensure that, having 

regard to the purpose for which it is held, it is accurate, up-to-date, complete, relevant and not 

misleading. 

And acknowledge this requirement applies where: 

• The organisation is satisfied the personal information is inaccurate, out-of-date, incomplete, 

irrelevant or misleading, having regard to a purpose for which it is held, or the individual 

requests the entity to correct the personal information 

Clanwilliam Health will endeavour to: 

• Take reasonable steps to notify another organisation of a correction made to personal 

information that was previously provided to that other organisation 

• Give a written notice to an individual when a correction request is refused, including the 

reasons for the refusal and the complaint mechanisms available to the individual 

• Upon request by an individual whose correction request has been refused, take reasonable 

steps to associate a statement with the personal information that the individual believes it 

to be inaccurate, out-of-date, incomplete, irrelevant or misleading 

• Respond in a timely manner to an individual’s request to correct personal information or to 

associate a statement with the personal information  

 

4. Privacy Procedures 
Clanwilliam Health will: 

 

• Ensure that appropriate privacy notices are in place advising employees, clients, 

customers and third parties how and why their information is being processed and in 

particular, advising individuals of their rights 

 

• Only collect and handle personal in full compliance with the Australian Privacy Principles 

 

• Ensure that appropriate security measures are in place to ensure that personal 

information can only be accessed by those who need to access it and that it is stored 

and disclosed securely  

Clanwilliam Health will ensure that all staff who handle personal information on its behalf are aware 

of their responsibilities under this policy and other relevant privacy and information security policies, 

and that they are adequately trained and supervised.  
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Breaching this policy may result in disciplinary action for misconduct, including dismissal. Obtaining 

(including accessing) or disclosing personal information in breach of Clanwilliam Health’s information 

security and privacy policies may also be a criminal offence.  

 

5. Rights to Access and Correction 
Clanwilliam Health have identified a process to ensure that it can facilitate any request made by an 

individual to exercise their rights to access and correction under the Australian Privacy Principles. All 

employees have received training on the correct procedures and are aware of the rights of 

individuals. Employees can identify such a request and know how it should be managed.  

6. Breach Notification (Incident and Breach Reporting Procedure) 
Clanwilliam Health have implemented a procedure to ensure full compliance with the Notifiable 

Data Breach Scheme to ensure in the event of a data breach individuals and the commissioner are 

notified. 

Clanwilliam Health recognise that an eligible data breach occurs when the following criteria are met:  

• Unauthorised access to or disclosure of personal information held by an entity (or 

information is lost in circumstances where unauthorised access or disclosure is likely to 

occur).  

• Which is likely to result in serious harm to any of the individuals to whom the information 

relates.  

• The organisation has been unable to prevent the likely risk of serious harm with remedial 

action.  

Clanwilliam Health will also conduct an assessment if it is not clear if a suspected data breach meets 

these criteria. The assessment will determine whether the breach is an ‘eligible data breach’ that 

triggers notification obligations.  

7. Training & Awareness 
Clanwilliam Health are committed to developing the knowledge and awareness of employees in 

privacy best practice. Privacy training is critical in ensuring the use of personal information is carried 

out in compliance with the APP. 

Privacy training will be completed annually by each employee and all new starters entering the 

business. 

8. Privacy by Design  
Clanwilliam Health will ensure the principles are Privacy by Design are incorporated into networked 

data systems and technologies, by default and privacy is integral to organisational priorities, project 

objectives, design processes and planning operations. 

In adherence to the principles of Privacy by Design, in order to minimised privacy risks of a project, 

Clanwilliam Health will complete a Privacy Impact Assessment for documented assurance that 

privacy risks have been identified and adequately addressed. 
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9. Responsibility for the processing of personal information 
The Senior Management of Clanwilliam Health take ultimate responsibility for information 

protection.  

If you have any concerns or wish to exercise any of your rights under the APP, then you can contact 

the Privacy Officer in the following ways:  

Address: PO Box 1736, Sydney, NSW 2001 

Email: privacy@healthlink.net   

 

mailto:privacy@healthlink.net

